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Research on Real-time Monitoring of Unattended Substation Based on NSM
ZHANG Jichao, LIU Haodong, SUN Wenkai, LIU Mingyi, GAO Yuan
(Xiongan New Area Power Supply Company,State Grid Hebei Electric Power Supply Co., Ltd.,Xiongan 071699, China)
Abstract; A solution based on TEC 62351-7 Network and System Management ( NSM) was proposed to address the security
monitoring issues of IEC 61850 substations. The aim was to achieve real—time detection and identification of anomalies and
network attacks through the application of deep learning frameworks and NSM data objects. A detailed substation model was
constructed, including power components, protection devices, control schemes, communication protocols, and NSM applications.
A two-step deep learning framework was integrated for anomaly detection and network attack identification. Experimental results

showed that the proposed method effectively detected GOOSE protocol injection and delay attacks, with F1 scores exceeding

0.98.
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